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(57) Abstract: 

PROBLEM TO BE SOLVED: To select a key encryption 
and decoding depending on an image by dividing a 
quantized image into pluralities of blocks for each 
prescribed frequency region, using a reference key of 
the encryption key to generate pluralities of 
hierarchical encryption keys, using a quantization means 
to generate divided blocks and encrypting the blocks 
through the use of an encryption key of a prescribed 
hierarchical level. 

SOLUTION: An encryption management means 5 
generates a reference key based on a random number, a 
key hierarchical pressing means 6 converts the reference 
key to generate encryption keys to be set to each of 
encryption processing means 4(1 -n). In a key series, a 
low-order key is easily generated from a high-order key 
and estimate of the high-order key from the low-order 
key is quantitatively difficult. An orthogonal transform 
means 2 transforms the key into a spatial frequency 
component, a quantization means 3 quantizes the 
component, divided into a predetermined spatial 
frequency area block, encryption is conducted by an 
encryption processing means 4 corresponding to 
respective blocks, and image information is sent to an 
image decoder via an image transmission means 8 and a 
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IMMMIS^»2 9 SrffiVNTBt^b-r^fcfecDB&^li^ 
/&U ^s^S 1 2-CB&^b¥©3 2KHHWfcfcfi l 3 

e y tHt^bi-^^a ^gTCfcS. HHUbfRS 214 
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©t?*>0, r©-,->y{c:i4, ®«SrM^©««ic^sau 
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fgf^/Heve lj -efcd»o XTy^S 

e v e 1 i£Mt.±.$L<0 l"</v<o liO t> TKv » U"</W 
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ggfcl, «#a#g!7 3, 8«#fS7 4, «AA*« 
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(^fy/S3 4) , ^C!>WBU^Srtt«9¥6l!6 1 

114, «!66SiJ^tli^lit-§-fkl : a^S5 (xx 
5/7*S 3 6) „ 

[0053] BHfcfciBfi-rsKfc:. Bf#{bW3ffi^®:5 6 
I*, «P#^1*^#iD#S6 OS-iilST, mi l-e^bfc 

[oo54] «iw^^S6 4 j*. m^mmKMvxm 
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[0055] m 1 4 <Dm®&%-{kmm 6 5 -em^ 

zm-^ik-tZk £<D9bmzo^x®.W1-Z> 0 

ifc»«ffi-§-^»e 6 5 1*. toWMttimmmR 7 2 jess 
wr, mi 9K7Fi,t^iyymm£ vmmfr&vtfm 

*«¥»7itt:, 02 otc^-r^at-ufcds-oT. 
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*SrfT5 UT5-/S3 7) „ MFS?JR7 3 

^#£^5 (^^yS3 8) „ ttft#^lk 7 4 T?I4, 

ttttB 2 l -?«> e> $ fts J: 5 ft7£5£-ete*ft $ ivxts 

/S39) . wm*ttxu®\zfr*m&mtf*^WLi a 
<pK&frvtctt:bt£. *tfc-rz>mtz:<Dm(oM£ivxi^ 

o) . i*t*£»tJ&ofcwra#«7 3H:, GL-ftivgrn 

4 1). 

[0 0 5 6] /i*5. ^-^f>«ffc(C®§-A#-t-Sfc«)^ 
l*«A^3#S 7 5 £{£/8-r 5. «iA^3^ 7 5 I4£f *>3 
tmtB*C«BMW^ mi 7-C*>e>*p^ix5J;p{clB^ 

&titcmzwix.ai Lxm&ftmm 7 a ^ictess-rs. 

[0 0 5 7] fy6tf>^<&7. 02 214, S£S6©^fS7tf> 

m^Tjk-rmxh^o *iofi7t4, mi 41^-?-® 
««-f§*B6 5«si«##g7 4tii^tsu?-tc*D^rii 

£j£ Ufc@^-o<D®^«^® 6 5 -Cffll-r 6 
[0 0 5 8] Hlg<0^te8. m2 3. 12414, -tive 
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#WcSr*-t-m-e£>£ 0 i2 3tt, mi 3 iz.7jiTm&m 

<fc§l« 5 4 <D#|J&{;^ en#^8 5, 

8 6, «&&«3Mg8 7, BCE¥J%8 8 SriWfcfcSMfcWF-Jf- 

^fisr^-rm-efcs. m2 4«. m 1 4 K^-ruMfca 
-JHtsa 6 5 ©it/fc^ m&x&m^m 100, 
ftioi, iss^f* 102 framitfcwfctt-iwiagu 7 

6S:^i-mt?feS. £<blcm2 5l4„ *5life<D^fiSJC*3 

tts^iufc;* s-t-^cf- ^^sr^-rm-efcUx m 

10 2 6(4, **m<^^{c:*5Jt^«iB*^ 5"b-^©T- 

[0 0 5 9] m 2 4 L/£^ h . EHfcfK-g-ft&fll 9 

03»JBHk4-SflrbTa»6, x^-tzizxcDm 

»£««3^I!!9 8 frbA^^X 5 ir-TSc «t«=a#s 

9 si*. mn<w&m6 1 mm-m^^m 99^^ 

oTA;fc£;h^tmtffci=>fcv> 0 St^A^-TS^-. St 

^3^9 8 itmsntmm^m 100 sriicx, sitria 

^S'-fe— ^4. m2 5 (a) X$>bt>£txZ>y ! —?mT$: 

y±— v^jCl^lE-rSJg-e, m2 5 (a) 

SJt^tv, rMiSi¥i:i 0 l^X-oxm^t^M 
fri%tc&, SlflfS9 8l^f>M. HflfS9 8 
IZmU^gtl 0 2«rffiVNT, ^ y-fe-v'd^^tcMiix 
fcEBife#-IHk§Sg7 6»»&SS&^r#ft:«><D«»jf 9^«r 

¥S9 9^(^A^LfcSiS-^#L, Sf{bfl¥t9 6 

40 [0060] m&®^mm 7 6 {cjsv>r. m 
@ji*sft#S8 6{cioTg»t«ie>Hfc«i^^ 

-i?l4. «I&##«8 5fcSttP>n5. «iSl#^8 5 
»4. SEf88 8 £/8v^®3S;fcy y-fe— 5?K#rt 

3@#©8 2^m-T5«iSr^-r^o A^bfcgi 
50 -C, @|iglft#e7 9£rJSV>TPfiHbU ^ttJCi-oT 
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mtcm*. m&mmms 7^mz 0 mmm^m 8 7 
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[00 6 1] £L±<£> J; 5 fc, «^Bt#^LTj||«i-sm 

So 10 
[0 0 6 2] mm&* -y^—itK&^T. 02 5 

(b) (OX 5K^W«BDE5li«E©ftfc»!>fc, *r*xSr-*K 
*g b*i-Issuer t y T/w##Sr Atv5 i £ l£ <fc *) N i£ 

[0 0 6 3] mm&* 5»-t— S?K*5V»T, HI 2 5 

(c) tf>i:5(c, ^ffSrffi^^PBgi-CBt^k-rSii: 

[0 0 6 4] St>{c, gBMfly* yfe— i>{c*5V^, 0 2 

6 (b) wipfc, mma^tnjmt^/u-b^ibxf 20 

[0 0 6 5] 

[0066] 01 ©5IM-Cf4. Bf^kf-'ffiffl-rSBt-^i 
^fltc&S. 30 

[oo6 7] 02<DS§9j-m, m^t^mcxvftmz 
[0068] mzv>ftwx\*, m<omm{tz-ufamM 

[0 0 6 9] 04<D3§?H-m, 'jmm&flrTfV^yXK 
[0 0 7 0] 05O^t?l4, fi^fcSftfc^W^i&lfc 

[00 7 1] mQ<D&WXlt. m^itLtcffl&my'a y 

9 xcz. <d-7 a ^ icM-tznim&mvtz 
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[0 0 7 2] 07<£>$g|l§-m, MeMQL<Dmm$mi$L-7v 

±<Dm*ft<>x\,>>z>zL-y ! \-im&z$E.±^m^xzz£ 

[0 0 7 3] 0 8 <O^K-C«, «f^«^#S{- <t •) ^ 

jsit £ *tfc*f v^mmmxtem&ft^mz&m z tix v * & 
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[0074] gi9tf>36!s-m, *y \-y~-9*mvxm 
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[0 0 7 5] 01 0<D$§93-m, *#flsH:«ffl-*-S*-S- 
fc5SJp«£|5gJ!fl2-r 5 n t ic <fc *) 

[0 0 7 6] 01 1 ©3§^-ehi, ftffi^mcx 9 
ft^afciOaHHtf**:*, #J«tt*^cs'^Sriail* 

[0077] 01 2©3gsn-t?te, «i©w?Jiflsfc-^riHitt 

[0 0 7 8] I13©|5Km <^PSIiBt-§-T/W=?y x 
[0 0 7 9] 01 4 0SSSH-CW:, *>b*»U»«jE**i,fc 

[0080] 0i5<D%i^-e« N ^•aj*»e>A#ufe«fb 

[0 0 8 1] 016 <D$8!UTM4, S!p»»SiJ^fc«i^E 
[0iB©ffl**lftW] 

[0 1 ] mrn<r>mm 1 <DB«i^F-§-^fi(7>#}^E^fe 
s. 

[S3] h^<dj^m 1 <r>M&n-%-it%iw^j$ft zmm 
[0 4] mm<oj&iBii<ommi&ikmmizi$tfzmi® 

mik^Wc<v$£m.<7>%Lth$:^1r7v—3--Y— hX&Z> 0 

[05] nig<o^fig 2 ©iM^itwi^auta 
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[0i4] rnmomm 6 ©K«»«-iHfc&e©«jiK0T? 
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[015] HJfi<ojgfl8 6 ©PMMf *ft»*icj8v^r, 

So 

[016] mm<Di&i&6<owte.&&iKmmzi3\,^x. 
[0i7] sftss©^ 6 tDm&m^mmvm&tt 

[018] %tt<omtS 6 ©Bf«lW-JHKR11©»mA# * 
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^(c*5tt ^/w©^Sr^i-0-Cfc So 

[022] ift&s©^ 7 v>m&&-%-imm<om&&^ 
io [0 2 3] mMttoj»m8<omwRWtimt<omixm-? 

<fc><5 0 

[02 4] 
[02 5] 

^-efcSo 

[02 6] 
[02 7] 

20 1 MMHHk^tt, 2 3 *^fc# 

«, 4 Bt#-fk#s. 5 itHHbffa#jR, 6 mmm 
itmst. 7 g-mit^m. 8 9 * y 

10 BKfctt-&tt:^J& 11 #8t3=J£, 1 

2 m-^it^m. 1 3 areflsm?*. 1 4 

1 5 aWHfcWL 1 6 

1 7 mfc&^gt. 
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